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In this white paper we’ll look at:

• The importance of protecting data.

• Identifying emerging security threats to accounting practitioners.

• Understanding the key components of digital security.

• Discussing and dispelling myths surrounding the cloud.

• Gaining a clearer understanding of cloud vs. on‑premise security. 

What You Need to Know about Protecting 
Your Firm and Your Clients’ Data against 
Digital Threats 
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Protecting Client Data is Key
No matter what business you’re in, protecting 
your firm and clients’ data is vital. Especially 
for those in public accounting, locking down 
that data is a cornerstone of success because 
of two major points:

1.  Credibility as a trusted advisor to clients. 

2.  Extending clients’ trust so that we can 
protect their data. 

The Internal Revenue Service (IRS) agrees 
that protecting client data is vital and has 
published IRS Fact Sheet 2016‑23 and IRS 
Publication 4557, along with other rules, to 
highlight these important findings.

•  IRS Fact Sheet 2016‑23 says that it’s the 
legal responsibility of the tax practitioner to 
protect clients’ data. It goes on to say that 
CPAs need to do a risk assessment and have 
a secure plan in place. This plan must go 
far above anti‑virus software and includes 
having trained IT staff. 

• IRS Publication 4557 details the Digital 
Security Laws & Regulations. This contains 
seven checklists with more than 70 items 
regarding your responsibility as a 
practitioner as it relates to your clients’ 
data. We won’t go over all of those items in 
this white paper, but we will take an in‑depth 
look at essential security requirements. 

• Title 26: Internal Revenue Code (IRC) 
§ 301.7216.1 puts in place criminal penalties 
for unauthorized disclosure, while Title 26: 
Internal Revenue Code (IRC) § 6713 imposes 
monetary penalties for security breaches.

Additionally, there are other costs of security 
breaches. At last count, 46 U.S. states have 
security breach notification laws in place, 
which outline remediation and notification 
regulations in the event of a breach. 

“It costs a lot to the firm to alert clients, on 
average $200–$221 per client record, including 
the forensic investigation to see what data 
was breached, credit monitoring services and 
a discount on future services,” points out Mark 
Ryburn, Tax Workflow Product Line Manager at 
Wolters Kluwer.

In the next few sections, we’ll look at how to 
protect data.
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Emerging Client Data Threats
One of the new ways that hackers are 
making money is through cybercriminal 
trading platforms. 

“We’ve seen this increasing quite a bit,” says 
Robert Baumann, Senior Enterprise Architect 
at Wolters Kluwer. “Over the past year, 
phishing attacks to capture credentials are up 
400 percent, according to the IRS. The people 
selling access to these networks don’t have to 
do the hacking. They’re more anonymous and 
protected that way.”

The following cybercriminal trading platforms:
• Sell system information to other hackers 

who want to break in to your system.
• Cost as little as $6.00 USD per server.
• Have 70,000 ready‑to‑be‑hacked servers 

listed on one site alone.
• Sell hacking tools, as well as access to your 

server on these sites.
• Provide detailed information for each 

server: access point, anti‑virus software 
used, open ports, virtualization and a list of 
what software is installed on the server.

• Hold strong interest in accounting, tax 
reporting and point of sale software.

• Include criminals who use brute force 
attacks, after downloading specialized 
remote desktop protocol (RDP) attack tools.

• Allow low‑budget malicious actors to have 
low‑risk access. 

• In effect, are cybercrime‑as‑a‑service sites. 
• Mostly target on‑premise servers since they 

tend to have less‑sophisticated defenses.

“Every year, firms have 

to spend more time 

protecting data and 

protecting clients instead 

of helping their clients. 

It’s a huge challenge. 

CPAs need to be able to 

off‑load some security 

protections onto a 

cloud provider.”

— Mark Ryburn, 
Tax Workflow Product Line Manager,

Wolters Kluwer
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The Key Components of Digital Security
Below are the American Institute of Certified 
Public Accountants (AICPA) principles 
regarding Service Organization Controls 
(SOC 2) for cloud providers. 

Cloud providers, like Wolters Kluwer, are 
required to consider the following questions: 
• Is the appropriate IT management structure 

in place?
• Are IT policies in place and communicated?
• Are risks actively monitored?
• Is effectiveness evaluation ongoing?
• Is system access limited?
• How effectively are systems managed?
• How well is the need for change identified?  

CPA firms should look at whether they are 
doing these as well, points out Ryburn, as 
these are basic security protocols.

Next we will look at these principles in detail.

SOC Principle 1 — Appropriate IT Management 
Structure in Place
This principle is all about people, their training 
and whether they are doing the right thing 
regarding digital security.

Policies and processes should be in place and 
designed to: 
• Identify and hire competent personnel.
• Provide employees with the training they 

need to perform their jobs.
• Ensure regular job evaluations.
• Identify opportunities for technical and 

professional growth.
 
Examples of these IT Management policies 
include (as part of the AICPA standards): 
• Formal written job descriptions for each 

full‑time and contractor position.
• Formal classroom instruction, web‑based 

training and on‑the‑job employee training.
• Training programs that should be mandatory 

to be eligible for promotion.
• Background checks for new hires.
• Coordinated new hire orientation programs. 
 
“When implementing these protocols at 
your firm, start by examining how you’re 
training your IT professionals,” advises 
Baumann. “Then look at third parties to fill in 
training gaps,” he adds. “There are security 
consultants that can help implement training 
policies and training programs — and it 
doesn’t have to cost a lot.”

Information 
Technology

Networking

Internet

Data Management

Data Storage

Productivity ControlComputer Design

IT Management Structure
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SOC Principle 2 — IT Policies in Place
The 2015 AICPA Top 10 Technologies Survey, 
which asked firms about their IT controls, 
found that 54 percent of firms said that they 
have IT fraud prevention controls, which 
means 46 percent do not. Only half of firms 
say that they had IT fraud detection controls 
in place. These are not encouraging numbers.

The AICPA standards for cloud providers say 
that, in regard to IT policies, there should be 
formal policies and procedures for incident 
response, network security, encryption and 
system security standards. These policies 
should be:
• Reviewed, at least annually.
• Subject to vulnerability assessments to 

ensure compliance with the policy. 
 —It’s similar to doing a compliance test like 
one you would do as part of an audit.

Sample IT policies include:
• Acceptable Use
• Cellular Phone and Bring Your Own Device 

(BYOD) 
• Disaster Recovery Manual
• Encryption
• Enterprise Security
• General Emergency
• Information Sensitivity
• Internet DMZ 
• Media Destruction 
• Network Access/Configuration
• Password
• Patch Management
• Remote Access/VPN
• Router Security
•  Server Security
• Software
• User Account
• Wireless Communication

Source: 2015 AICPA Top 10 Technologies Survey

IT fraud detection 
controls in place

50%

IT fraud response 
plan in place

55%

Management override 
controls in place

47%

IT fraud prevention 
controls in place

54%

20% 40%0% 60%

Firm IT Fraud Controls

Data Security in the Cloud vs. On-Premise — Analyzing the Facts6



SOC Principles 3 and 4 — Systematically 
Monitor Risk and Effectiveness Evaluation
The numbers cited in the graph on page 6 
are from the 2015 AICPA survey regarding 
CPA firms’ readiness to address these areas 
of risk. “We model our systems in terms of 
actors, assets and the threats we need to 
protect against. That yields a prioritized list of 
threats to address,” Baumann explains. 

The AICPA requires third‑party vulnerability 
assessment and penetration testing on 
infrastructure and software that includes: 

• Vulnerability assessments designed to yield 
a prioritized list of possible vulnerabilities.  

• Penetration tests designed to test a 
specific, attacker‑simulated attack using 
accepted industry standard methodology. 

 —This is a list of 1,300 threats with one 
added per day and shows how something 
can be exploited to take over the system. 

• Simulate a disgruntled insider or an 
attacker that has obtained internal access 
to the network. 

 —This is important because 33 percent of 
data breaches stem from an internal actor, 
according to Intel®. 

• Attempt to exploit any vulnerabilities 
identified to determine whether unauthorized 
access or other malicious activity is possible 
and what damage would be done. 

• Modify tests as appropriate for changes 
in conditions or risks because threats are 
always evolving. 

Firm IT Security Risk 
Assessment
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Source: 2015 AICPA Top 10 Technologies Survey
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SOC Principle 5 — Limit System Access and 
Ensure Physical Security
Protecting the physical location of your firm’s 
servers matters. Ryburn shares an example 
of why: “A client was telling us how someone 
backed up a pickup truck to their back door 
and physically stole their servers out of the 
secure server room. The company had to 
notify 2,000 clients about this breach. It was 
unbelievably painful. Having a server in a 
locked room in not sufficient security.”

In the image below of a data center, you can 
see that there are multiple doors — with 
biometric protections in place — that one 
must successfully access in order to get into 
the facility. There is also continuous video 
surveillance, on‑premise security officers 
providing added security, generators to supply 
backup power in case of a power outage and 
many other protocols. To be compliant with 
SOC, service organizations have to do all of 
this — and more. 

One of the differences between the cloud 
service providers and on‑premise security at a 
firm is that the cloud providers will have more 
sophisticated security than a firm can afford 
to implement.

Additional principles that hold standards for 
IT Physical Security are:
• Reception areas, perimeters, surveillance, 

security guards and security patrols.
• Securing specified types of locations 

and assets.
• Physical security devices.
• Background investigation of employees, 

prospective employees and vendor 
employees.

• Issuance of access cards/IDs used to access 
facilities.

• Removal of access by terminated 
employees/vendor personnel.

• Investigation of physical security violations.
• Movement of assets. 
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SOC Principles 6 & 7 — Proactively Manage 
System and Identify Need for Change
As seen in the chart on the right titled 
“Firm Data Management,” only 55 percent of 
firms say that they adequately manage and 
archive their data regularly, and only around 
60 percent understand the industry’s data 
retention requirements and have appropriate 
retention policies in place. The percentage 
of firms who perform proper backups is 
80 percent, which is more encouraging. 
However, these stats show that the industry 
has a lot of room for improvement in how it 
manages data.

To manage data, the following procedures 
should be in place: 

• Defined configuration standards should 
exist for each hardware platform and 
software system.

• Operating system patch management 
processes should be in place and kept up 
to date.

• Managed backups should be performed, 
as well as managed, through retention and 
destruction of data.

• Managed intrusion protection systems 
should be in place to monitor your system 
and network activities for malicious activity.
They also detect who is alerted and how 
they respond.

• Managed load balancing should be in place 
to distribute workloads across multiple 
servers and to flexibly add servers or 
contract servers to manage costs when 
workloads are lower.

• Managed firewalling should be in place to 
protect your mission‑critical data that is 
adequately firewalled and segmented by 
who needs to access it.

• Secure passwords should be enforced 
and typically require 8 characters, lower 
and uppercase letters, one number and 
one symbol. This forces users to change 
passwords at a defined interval.

 
“It takes a lot of ongoing work to create a 
robust system and maintain it,” Baumann 
points out.

Source: 2015 AICPA Top 10 Technologies Survey
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Myths Surrounding the Cloud vs. 
On‑Premise Security
The IBM® X‑Force® Threat Intelligence Quarterly 
for Q4 2015 found that most of the security 
incidents its elite IBM® Emergency Response 
Services team, which works with businesses, 
addressed could have been prevented by 
“sound security practices.” 

The truth is that a cloud provider has the 
resources to protect data in a way that a 
CPA firm doesn’t. Here are some common 
myths and facts:

Myth Fact

Your data is not safe in 
the cloud.

Cloud providers have greater expertise and more technical 
staff. That’s all the cloud providers do. They have class 4 
data centers, specialized people and a redundant system. 
“I would make the argument that the cloud properly 
implemented is more secure than on‑premise,” Ryburn says.

Physical control of data 
implies security.

Cloud computing boasts security at a level you could never 
afford at your business.

There are more breaches in 
the cloud. 

On‑premise is far more susceptible to malware and 
botnets. They may get to you and your facilities from the 
web, but as far as hosting your data, the cloud under a 
professional‑level cloud provider is safer.

I’m not using the cloud so 
I’ve got better protection.

If your system has an internet connection, you’re already in 
the cloud. 

My client data is too sensitive 
to be hosted in the cloud.

The CIA and NASDAQ host their data in the cloud. “It’s not 
where it is,” Ryburn says, “but it’s how it’s protected.”

It’s important to choose your cloud provider(s) carefully, as they are not all equal at 
protecting data.
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Wolters Kluwer Is Here to Help

Firms are moving to the cloud and software like CCH Axcess™ — the profession’s 
first modular, cloud‑based tax preparation, compliance and workflow solution 
that’s powered by a central, single‑access database — to better protect their data 
and keep operating at maximum efficiency. The cloud is the leading edge option, 
and as the 2015 AICPA survey points out, 67 percent of firms say having new tech 
is key to their firm being successful.

Wolters Kluwer understands that security is vital, and is why they meet all the 
AICPA standards for a secure data center and cloud provider. 

In fact, Wolters Kluwer meets the standards of a Tier III data center, which requires 
no shutdown for equipment replacement and maintenance, and ensures that 
access to your software and data will not be interrupted. They have a redundant 
delivery path for power and cooling to the redundant data components so that 
each and every component needed to support the IT processing environment can 
be shut down and maintained without impacting the IT operation.

Additionally, Wolters Kluwer has teams in place whose only responsibilities are to 
keep up on the latest cyber threats, test their systems and protect data. For more 
information on security measures, visit www.slideshare.net/WoltersKluwerTAAUS 
for Wolters Kluwer’s presentation on Digital Security in the Cloud: Overview of 
Basic Security Considerations, or CCHGroup.com/Axcess to download the white 
paper: Information Security Measures for CCH Axcess.
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